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RELEASE IN FULL 

EXpOSil7g Corruption Exploring Solutiotis 

 

Project On Government Over, 

September 1, 2009 

The Honorable Hi I I ay CI i nton 
Secretary, Department of State 
2201 C Street, NW 
Washington, DC 20520 

Dear Secretary Clinton: 

As you know, last month eight rockets were fired into Kabul, two landing near the 

Embassy.1  Not long after, at least seven people were killed and 91 wounded, ind uch ng ' 
when a suicide bomber stuck dose to the Embassy. Following the second attack, c 
spokesman declared that the target had been the U.S. Embassy itself. 2  In respon 
other incidents, Chairman of the Joint Chiefs of Staff Admiral Michael M ul len 
situation in Afghanistan is " wrious and it is deteriorati ng." 3  

In light of this increasingly violent and uncertain environment, effective se:. 
U.S. Embassy in Kabul aid the nearly one thousand U.S. diplomats, staff, and Afgna 
who work there is paramount. Seri irity for the Embassy is provided under a Depart 'Ili-
contract with ArmorGroup, North America (AGNA), which is now owned by 
Wackenhut Services, Inc. (Wackenhut).5  Some 450 guards and their supervisors prole,:, 
Embassy and are quartered at Camp Sullivan, a few miles from the Embassy. 

1  Sa-igha Rat mi and Carlotta Gall, "Rockets Hit Afghan Capital, 2 Near the U.S. Embassy,-  lb, 
August 4, 2009. http://www.nytirnes.00m/2009/08/05/world/asia/05afghathtml  (Downloaded 
2  Rahi rn Faiez and Jason Straziuso, "7 die, 91 wounded in blast near NATO HQ in Kabul," 
August 15, 2009. http://wwvv.google.com/hostednewsWartidelALeqM5gg-
RyMNMz48unFN82sY6f08cakdQD9A36R6G0  (Downloaded August 27, 2009) 
3  Justin Blum, "Mullen Says Afghan Security Situation 'Serious,' Getting Worse," August 24, 20(X-. 
http://www.bloomberg.00m/apps/neNs?pid=20601103&sid=a1AjcvV8kgW1  (Downloaded August 2-i 
4  E-mail from Catlin M. Hayden, Senior Advisor for the Department of State, August 26, 2009. 
5  Senate Committee on Homeland Security and Governmental Affairs, Subcommittee on Contracting 0' 
New Information about the Guard Force Contract at the U.S. Embassy in Kabul, June 2009. p. 1. 
http://mccaskoll.senate.gov/pdf/061009/StaffAnalysis.pctf  (Downloaded August 20, 2009) (hereinafter 
Information about the Guard Force Contract at the U.S. Embassy in Kabul). In May 2008, Wackenhut I ;,, 
Department of State that it had assumed responsibility for the AGNA U.S Embassy Kabul contract. 
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The Project On Government Oversight (POGO) initiated an investigation of ne,1 

one-tenth of the U.S./ex-pats  guards individually contacted us to express concerns about a 
provide evidence of a pattern of blatant, longstanding violations of the security contract, 
pervasive breakdown in the chain of command and guard force disci pl i ne aid morale. 
environment has resulted in chronic turnover by U.S./ex-pat guards. According to the S' 
Department, " nearly 90% of the incumbent US/Expats left within the fi rst six months: (1 
performance" 7  According to POGO sources, the U.S./ex-pat guard turnover may be as; 
100 percent annual I y. This untenable turnover prevents the guard force from devil o 
cohesion, and requires constant tea ni ng for new replacement recruits. The guards have 
POGO because they say they believe strongly in the mission, but are concerned tha: 
guards are quitting out of frustration or being fired for refusing to participate in the 
and that those responsi ble for the misconduct are not being held accountable. 

After extensive interviews with eyewitnesses, and examination of docurnt,  
photographs, videos, and &flats, POGO believes that the management of the contra 
the U.S. Embassy Kabul is grossly deficient, posing a significant threat to the security 
Embassy and its personnel—end thereby to the diplomatic mission in Afghanistan. 

Ineffectual Oversight by the Department of State 

Failed management of security contractors by the Department of State is not PH,  
since the 2007 Iraqi Mansour Square massacre involving five Blackwater personnd 
Department has promised repeatedly to strengthen its oversights  Yet, as in Iraq, the U 
of State has utterly failed to properly manage another contractor, this time at the U.S. Fr 
Kabul, Afghanistan. State has repeatedly warned AGNA about its performance on I' - 
contract, but its threats have been empty. As a result, violations of the contract con 

I n June 2009, an i nvesti gati on by the Senate Subcommittee on Contract.,  
revealed a pattern of ineffectual Department of State oversight of the AGNA 
Senate found, for instance, that in July 2007, State issued a "cure notice," a forrr, 
AGNA' s defi ci enci es were endangering the performance of the contract. I n the cure nt, 
identified 14 performance deficiencies, induding the failure of AGNA to provide an ado 
number of guards, relief personnel, and armored vehicles. The contracting official staia-I 
consider the contract deficiencies addressed below to endanger performaice of the contrac • 
such a degree that the security of the US Embassy in Kabul is in jeopardy....„ 10  

6  Ex-pat is short for expariot, a blanket designation native-English-speaking guards use to describe the 
term, as used by the guards, includes U.S. citizens as well as citizens from other English-speaking color,. 
Australia, Canada, Ireland, New Zeeland, South Africa, and the United Kingdom. 
7  New Information about the Guard Force Contract at the U.S. Embassy in Kabul, p. 5. 
8  Government Accounta5ility Office, Rebuilding Iraq: DOD And State Department Have Improvoi 
Coordination of Private Security Contractors in Iraq, but Further Actions Are Needed to 
Sustain Improvements, p. 32. http://www.gao.govinetv.items/d08966.pctf  (Downloaied Augug 31 
and Testimony of Ambassador David M, Satterfield, Senior Advisor to the Secretary and Cool 
October 2, 2007, p. 2. http://oversight.houm.govkiocuments/20071002142635.pctf  (Downloai 
9 New Information about the Guard Force Contract at the U.S. Embassy in Kabul. 
10  Letter from James S Rogers, Contraling Officer, Department of State, to Karl Semacik, 
ArmorGroup North America Incorporated, June 19, 2007, p. 1.. http://ryccaskill.senate.gov/pdf/0610,  
(Downloaded August 20, 2009) 
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In April 2008, the Department of State sent another cure notice notifying 
numerous other serious probl ems with its performance, i nd udi ng a I ack of Engi 
a I age portion of the guard force. State d so cited AGNA for failing to correct rriar, 
deficiencies identified i  in the July 2007 cure noti ce, i nd udi ng those related to staffing 
training of the guard force. State further informed AGNA that, due to the contractor' 
weaknesses and deficiencies, the Department was conside-i ng not extending the COtitrP.:  

another year." 

I n July 2008, despite AGNA' s continuing problems, State decided to extend the 
for an additional yea, noting that based on satisfactory meetings with the incoming Waci 
managers, it was "reasonable" to expect that all performance problems would be correc.it'' 
October of that year.12  Just a month later, however, the Department of State reiterated 
that it questioned the contractor' s abi ability to provide security for the U.S. Embassy 
environment of Afghani star. Citing ongoing staffing concerns, State concluded th; 
needs to come quickly to terms with contract requirements especial I y in light of (' 
incidents occurring in and around Kabul and the corresponding threat environnier' 

By September 2008, AGNA' s performance problems had grown so severe 
letter% Department of State issued a "Show Cause" 	and advised that it was consi den .1. 

terminating the contract because the fa I ure to provide an adequate number of guaro„ 
negatively impacted the security posture of the Local Guard Program for the U.S. M 
Kabul _IT] he staffing situation has further deteriorated to a level that:.. gravely eridar.,  

performance of guard services in a high-threat environment such as Afghani stan." 15  

In Mach 2009, the Department of State again informed AGNA that it had " gray c-  
concerns" relating to AGNA's continuing failure to provide sufficient numbers of guai 
inspections of the guard force operations, the Department of State observed that 18 CIL;rfl 
absent from their posts at the U.S. Embassy Kabul. In response, AGNA stated that ti 
absences were due to "supervisory personnel negl igencen  16 

Despite these and other past problems, senior representatives from the St l-: 
and Wackenhut Services, Inc. offered shorn testimony at a June 2009 Senate hen 
that security at the Embassy is effective, and that previously identified problems 

11  New Information about the Guard Force Contract at the U.S. Embassy in Kabul, p. 2. 
12  New Information about the Guard Force Contract at the U.S. Embassy in Kabul, p. 2. 
13  New Information about the Guard Force Contract at the U.S. Embassy in Kabul,. pp. 2-3. 
14  A show cause letter is presented to a contractor before initiating a suspension or debarment action 
cauw letter usudly provides the general nature of the suspected misconduct...and provides the contra:tor 
opportunity to submit whatever it wishes to demonstrate it is a presently responsible contractor. A show U,-3' 

does not make a contractor ineligible to do business...but it is an advance notice that such an action may 
forthcoming." DepErtment of the Air Force Genera Counsel, "Air Force Genera Counsal—FAQ 1-01,1,7 
http://www.safgc.hq.af  mil/quest onsttopi c.asp?id=1643 (Downloaded August 31, 2009) 
15  Letter from Shaw D. Janes, United States Department of State, to Mark Carruthers, ArmorGr 
America Incorporated, Septernber 28, 2008, p. 1. http://mccaskill.wnate.gov/pdf/061009/0921(>8., 
August 20, 2009) 
16  New Information about the Guard Force Contract at the U.S. Embassy in Kabul, pp. 6-7. 
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remedied.17  The State Department renewed the contract again through July 2010, with 
to extend it until 2012.18  Yet the extensive evidence provided to POGO of contintief 
problems at the U.S. Embassy Kaml counters those sworn statements; calls into nu,  
and Wackenhut' s ability to provide effective security of the Embassy; and make.; 
that the State Department has failed in its oversight of its security contractor. 

Serious Security Vulnerabilities 

Was Congress Misled? 

Despite Wackenhut Vice Resident Sam Brinkley' s sworn Senate testimony that ' 
Kabul contract has been fully-staffed since January 2009..." the truth is that chronic, 
understaffi ng of the guard force conti nues to be a m4 or problem.19  And evidence sLicic;,  
Brinkley knew that. Around March, according to numerous pati ci pals, he was writ v.) 
some 50 guards at Camp Sullivan who complained to him directly about a severe, ongoi t 
shortage. Then, in an April 2009 memo to a State Department official, U.S. Embassy K ;4! 
guard force Commander Werner I I i c reported that guard shortages had caused chroni • 
deprivation among his men. He described a situation i n which guards habitual I y fa-,  
day work cyd es extending for as many as eight weeks in a row, frequently al tern 
day and night shifts. He cond uded that "this ultimately diminishes the LGF' s I ' 
Force's] ability to provide security." (Attachment 1) The contract with the &a t-- 
specifies that guards may not be on duty for longer than 12 consecutive hours.-1)  
documents meet that short-staffing frequently results in the denial of contractuall\f .• 
leave and vacation, and that those who do not comply are threatened with termination •:.) 
fired. 

I n further contradiction of M r. Brinkley' s assurances, the Knoxville News reps; 
August 22 that Wa:kenhut has moved or is planning to deploy up to 18 guards from tnt 
weapons faci I i ties i n Tennessee to cover guard shortages in Kabul , quoting a Wacker!: 
spokesperson as confirming the use of the guards "to deal with personnel shortages at to 
embassy....,, 21 

17  Thei r statements are avj Iabl e at the Senate Committee on Homeland Security and Governn.1,75‘,  
http://hsgac.sancie.gov/publ  i c/i ndex.cfm?FusaActi on=Heari ngs.Hearing& Heeri nal D=394481-  -; 
3bac4e854f9a (Downloaded August 27, 2009) 
19  Local Guard. Services Kabul, Afghanistan, Contract No. S-AQMPD-07-00054, Section B.3 2! , 

USASpending.gov, "Federal Contracts for Contract ID Number (RID) : SAQM FOO7C0054, Fade 
2009." 
http://www.usaspendi  ng.gov/f  pds/f pds. php?agency I D=STATE°/020Department°/020of& modN u mbei .7f1. 
ctionNumber=0& I DVAgencyl D=& I DV PI I D=& PI I D=SA QM PD07C0054& fiscd_yea-=2009& from' TSea.  

(Downloaded August 27, 2009) 
9  Testimony of Samuel Brinkley, Vice President, Homeland and I ntemati ona Security Services, VV e;;• •  

Services, Incorporated, .line 10, 2009, p. 1. 
2°  Local Guard Services Kabul, Afghalistan, Contract No. S-AQMPD-07-00054, Section C, C.3.1.1 ; 
Hour Limits), p. 35. 
21  Frank Munger, "OR guards agree to help in Afghanistan: New posts to alleviate shortages in per scorn 
Knoxnews.com, August 22, 2009. http://www.knoxnews.corn/news/2009/aug/22/or-guads-agree-to-hams)-'  
afghalistan/ (Downloaded August 20, 2009) 
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Communication Breakdown? 

There is a si nifi cant problem with the guards' ability to communicate with each 
most of the Gurkh —nearly two-thirds of the guard force—cannot adequately spei--1, • • 
Although most of the Gurkha guards are serious about their jobs and perform thdr 
professiond manner, the inability to sped( English adequately has i mpai red the gGc 
abi I i ty to secure the Embassy. According to a Pentegon counter-terrorism expert 
communications are critical to success in either preventing a gunfight or the SLICCe'.. 

of one should it occur, and are part of the fabric of a good military or security !lt 
languages are used, the fog of 'battle is significantly increased, small tactical forrrk,  
adjust as requi red, and dose tactical formations a-e I ikely to fai I i n their mission. rrr: 
soldier or security officer who does not know of changes in mission orders as the f 
is more likely to respond incorrectly, unnecessarily placing them in harm's way and IF, 
the chances of unit fratricide. Poor tactical communications make mission fai I ure high; v 
probable 

This is a real risk at U.S. Embassy Kabul. The language barrier between the non 
speakers and Engl i sh-speakers has forced both sides to use patomi me i n order to convE. 
or instructions and interpreters to convey facilitate radio communications. One guars.; 
the situation as so dire that if he were to say to many of the Gurkhas, "There is a ten A 
standing behind you," those Gurkhas would answer "Thank you sir, and good rnor 
this is an unacceptable situation, especially given that security emergencies reqty 
response. 

The. State Department has acknowledged the issue as a problem, but has  
June 2009, State officials briefed the Senate Homeland Security and Government 
Subcommittee on Contracting Oversight, admi tti ng that " i nadequate Engl i sh i angt. 
proficiency among the guard force' remains a contract deficiency.23  

Supervisors Engaging in Deviant Hazing and Humiliation 

Guards have come to POGO with allegations and photographic evidence that son 
supervisors and guards are engaging in near-weekly deviant hazing and humiliation of 
subordinates. Witnesses report that the highest levels of AGNA management in Kat,..<! 
of and have persona I y observed—or even engaged in—these activities, but have dorl,. 
stop them. Indeed, management has condoned this misconduct, dedining to take di,' 
action against those responsible and el lowi ng two of the worst offending supervis:.,  
and allegedly move on to work on other U.S. contracts The lewd and deviant befv, 
approximately 30 supervisors and guards has resulted in complete distrust of icai.  
breakdown of the chain of command, compromidng security. 

22  Gurkhas are people from Nepal and Northern India  who are be known for their history of braver\ 
the Indian Army s Gurkha regiments and the British Army's Brigade of Gurkhas. The term "Gurkha hi , 
used generically to describe guards from the region who are employed by private security contractors r ha 
high degree of variability in the skills and training. 
23  New Information about the Guard Force Contract at the U.S. Embassy in Kabul, p. 3. 
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Numerous ema I s, photographs, and videos portray a Lord of the Flies envirci 
email from a current guard descri bes scenes in which guards and supervisors are " peei nq 
people, eating potato chips out of [buttock] cracks, vodka shots out of [buttock] cracks (0-.: 
video of that one), broken doors after drnken [sic] brawls, threats and intimidation from ;. 
leaders participating in this activity...." (Attachment 2) Photograph after photograph 
guards--i nd udi ng supervisors—at part es i n various stages of nudity, someti mes fond! 
other. These parties take placejust a few yards from the housing of other supervisors. 

Multiple guards say this deviant hazing has created a d i mate of fear and cofircii. 
those who declined to participate often ridiculed, humi I ided, demoted, or even fired 71  
is an environment that is dangerous and volatile. Some guards have reported 
themselves i n their rooms for fear that those caryi ng out the hazing wi I I harm tt. .,  
Others have reported that AGNA management has begun to conduct a witch ht 
employees who have provided information about this atmosphere to POGO. 

Beyond basic decency standards, the situation at Camp Sullivan is dearly i n 
AGNA' s contract with the State Department, which sped fi es, "Each contractor empl o v 
subcontractor employee is expected to adhere to standards of conduct that reflect credit 0. 
themselves, their employer, and the United States Government."24  More broadly, the 
evidence of a complete breakdown of discipline and the chain of command among ou 
their leadership, itself a significait security issue. 

In fact, an email from a current guard expressed concern about the impact of the: 
supervisors' behavior on the chain of command. " I an convinced the greatest threat to ' 
security of the Embassy is the erosion of the guard forces trust in its leadership and ';' 
the [Department of State]. The fd I ure of [the supervisors] to protect those they hrf• 
to lead is unacceptable, and if not held accountable will further compromise ou, 
chain of command' s fail ure to curtail [one supervi sor' s] deviant acti ons and to 
accountable for countless infractions involving  al cohol has made them i neffe):-,t, 
to threats and intimidation as the only means to accomplish the day to day opt 
Camp Sullivan] and at the Embassy. This is not' a onetime incident that went unnc,  
direct chain of command. These are events [that] took place over the past year and a iv.j 
were ignored by the leadership at the cost of the well being of countless guard force me 
these individuals are not held accountable for their actions it will only embolden those 
rema n to make the sane offenses agai nst this guard force." (Attachment 3) 

Alleged Victimization of Afghan Nationals 

An Afghan national employed as a food service worker at the guard corps' base 
Sullivan submitted a signed statement dated August 16, 2009, attesting that a guard to!  
supervisor and four others entered a dining facility on August 1, 2009, wearing on!  
underwear and brandishing bottles of alcohol. Upon leaving the facility, the guard. 
supervisor allegedly grabbed the Afghan national by the face and began abusing 
language, saying, "You are very good for fXXXi ng." The Afghan national rep: 
too afraid of them I could not tell them any thing." (Attachment 4) 

24  Local Guard Services Kabul, Afghanistal, Contract No. S-AQMPD-07-00054, Section H, H 4.'1 

1100 G Street, NW, Suite 900 . Washington, DC 20005-3806 
on91 1.a.7_1197 www rvvin nrn nnnrianretn nrn 

UNCLASSIFIED U.S. Department of State Case No. F-2014-20439 Doc No. C05764164 Date: 07/31/2015 



UNCLASSIFIED U.S. Department of State Case No. F-2014-20439 Doc No. C05764164 Date: 07/31/2015 

There is also evidence that members of the guard force and their supervisn 
Afghan nationals into behavior forbidden for Muslims. For example, photographs 
posing with Afghan nationals at the U.S. facility at Camp Sullivan as both the giv, 
nationals consume alcoholic beverages in scenes that suggest drunkenness, and al,  
a near-naked U.S. guard who appears to have urinated on himself and splashed an 
national. Afghaiistai is a conservative Muslim country where dcohol consumption ',lit,  
nudity are considered offensive aid, in some i nstaices, prohibited by I avv.25  

Supervisors Compromising Security? 

Numerous guards raised concerns to POGO about a Spring 2009 extended 
reconnaissance mission outside the Embassy perimeter for which guard force supei\, i F•c 
weapons, night vision goggles, and other equipment from Embassy stores. PhotogrR71-  
on theinternet show Embassy guards hiding in abandoned bui l di ngs i n Kabul , 
Afghans (despite contractual requi rements that they be i n uniform when on duty). 
mission for which they had never trained. AGNA :guards trig n for their mission r' 
of the Embassy, not for reconnassance exercises away from the Embassy. This 
the danger that gua-dscould have been drawn into a mil itay incident with or tai, 
Tel i ban or Afghan locals, and created a vulnerability at the Embassy by removinc, ; 
equipment, leaving the Embassy largely night-blind. AGNA management awarded 
commendation to 18 pati ci pants trumpeting their "Intrepidity" in a document i 
bearing the seal of the Department of State. (Attachment 5) 

According to many guards, another situation in which Embassy security may hv 

compromised is when, on at least one occasion, supervisors brought prostitutes in to C4 
Sullivan. This is a breach of security and discipline made worse because the prostrti 
escorted to the facility by some guard force supervisors themselves. Some intervievy,-.. 
that two AGNA guard force supervisors made no secret that, to celebrate a birthclew 
brought prostitutes into Capp Sul I ival, which ma ntai ns a sign-in log. Women belt 
prostitutes were observed attending the birthday party. 

Is Protecting a U.S. Embassy in a Combat Zone an Inherently Governmental 1,'71/ 

Because the diplomatic mission i n Afghanistan is so critical , and becausr,,  
in a combat zone, the need for effective Embassy security is particularly acute. JUG 
the U.S. Naval Academy 2009 McCain Conference, there was a sent nar on " Ethics 
Contractors: Examining the Public-Private Partnership" which looked at the question at 
security in a combat zone is an inherently governmental function. According to the Ex en 
Summary of the conference, " contractors should not be deployed as security guards, 
even prison guards within combat areas. [Armed Private Security Contractors] should b: 
restricted to appropriate support functions and those geographic areas where the rule (:)'  
prevails. In irregular walae...environrnents, where civi Hai cooperation is crucial , I 1. 

25  Rhoda Margesson, "Afghan Refugees: Current Status and Future Prospects," Januay 26, 2007, p 
http://fpc.state.gov/documents/organizdion/80250.pctf  (Downloaded August 27, 2009) and I sl ant c 
Pi l I as of I sl an." http://www.i  sl ami crworl net/chi I dren/musl m f acts/5pi I I as. htm (Downl 
2009) 
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restriction is both ethically and strategically necessary." 26 Furthermore, Congress its.F.,-Af 
Sense of Congress that "private security contractors are not authorized to perform i i~ her 

governmental functions in an area of combat operations."27 This language was 
from legislation that.had passed the Senateactively prohibiting private security f r.;, 

performing inherently governmental functions.28 In neither case, however, did thr. 
I alguage recognize protecting a diplomatic mission in a combat zone as an i n1-4 
governmental function. At the very least, this is a question that needs to be exami 
the protection of the U.S, Embassy Kabul and other embassies in combat zones. 

The use of private contractors for security in a combat zone poses several di i en-,r -
is the inherent tension between the effective performance of a mission and the financi,--' 
of' the contractor. Cutting costs is good for the bottoM line, but can put security at risk 
case against AGNA brought by two former U.S. Embassy Kabul guard force supe-v, 
Sauer aid Peter Martino, illustrates this problem. According to the complaint, AGNA. 
"acknowledged that AGNA had underbid:the contract in order to secure it," and told 
Mali no "to make do' and put a `good face' on the situation to ensure that a profit wail. 
made on the contract and that shareholders would be sati sfi ed....Defendants i mpl ernerm.,' 
requiring more hours per i ndi Vi dual and fewer shifts of staff in order to cut costs a; ' 
Defendants' profit margin." 29 This is a dear exaTipleof the contractor endaigeim 
diplomatic mission in order to advance its bottom line. 

Another dilemma is the threat of work-stoppages—which, according to v., 
happened at least twice with the U.S. Embassy Kabul guard force. On two separaiE 
the Gurkhas (who make up two-thirds of the guard force) threatened to walk off the , 
in one instance,, buses had arrived in order to take the Gurkhas to the Ei rport to returi i i.• 
According to POGO sources, the time it took to resolve just one of those incidents 
on-duty guard shift pulling an 18-hour day. 

Yet another di I emma is that the laws i n place do not adequately hold account abl 
contractors who violate rules and endanger security i n combat zones. Unlike the mi I i tare 
once had the responsibility of guarding embassies and which is bound by the Uniform C., 
M i I itary Justice, private employers such as security firms cannot ensure a binding chain 
command that provides adequate discipline and professionalism i n the guard force 

26 United States Naval Academy, Stockdde Center for Ethical Leadership, " Symposi urns & Semi 
Conference." http://www.usnaedu/Ethics/SeminerstmccEin.htm  (Downloaded August 27, 2009) 
27 Public Law 110-417, Sec. 832, "Sense of Congress on Performance by Private Security Contractor:; 
Functions i n an Area of Combat Operations" http://frwebgatearess.gpo.govicgi-
bin/getdoc.cgi?dbname=110  cong_public I aNs& doci d=tpub1417.110.pcif (Downloaded August 27 
28 110th Congress Senate Bill S 3001, "National Defense Authorization Act for Fiscal Year 2009 " 
http://frwebgge.axess.gpo.govicgi-bin/getdoc.cgi?dbname=110  cong_bills&docid=f:s3001pcs.txt pcii 
LDownloaded August 31, 2009) 

Sauer v. ArmorGroup North America, Incorporated, COMPLAINT FOR DECLARATORY, I NJUNCTI. 
AND MONETARY RELIEF AND JURY DEMAND, CASE # 1:08-cv-00698-RCL, Complaint, Fil At )! 
2008, pp. 3 and 11. 
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Contractor in Need of Oversight 

POGO is concerned that the security of the U.S. Embassy Kabul is in the hand-
contractor that has knowingly and repeatedly provided substandad equipment and 
example, to cut costs, AGNA " downgrade[d] the quality of the vehi des to be punch;-:s' 
AGNA sought to maximize its profit by sacrificing the quality of protective vehi d es 
secure the Embassy. I n addition, as mentioned earl i er, the State Department has rep 
chastised AGNA for the contractor's repeated fei I ures to fulfill staffing, I anguage 
contract provisions. AGNA has also fa I ed to properly manage Carp Sullivan, ar. 
detj I ed above. 

The problems with AGNA' s U.S. Embassy Kabul security contract do not 
unique for this contractor. Recently, an ArmorGroup security guard in Baghdad' s 
al I egedl y shot and ki I led two fel I ow guards and wounded at I east one Iraqi . Extraordi na 
guard had a criminal record and was descri bed by one security guard who worked with 'I: 
walking time-bomb," yet was hired by ArmorGroup anyvvay.il  This particular incident 
serious concerns about ArmorGroup' s vetting process, and adds to the bigger picture a; • 
contractor in serious need of strict oversight. 

Recommendations 

1. After two yeas of fj I ed attempts by the Department of State to upgrade the pert,,; 
its private security contractors in both Afghanistan and Iraq, the Department shot ;I( 
arrangement with Defense Secretary Gates to provide i mmedi ate mil itary supervi'i, 
private security force at the U.S. embassies in Kabul and Baghdad. 

2. The State Department should promptly i niti ate a thorough and i ndependent i t w 
U.S. Embassy Kabul security contract in order to hold corporations as wel I as i ndi 
accountable for the above noted misconduct and contract violations. amply removing 
people from contract management at AGNA or Wackenhut, or creating a new corporate ,- 
compliance officer, is not going to ensure serious accountabi I ity. Al I owi ng those respon 
quietly resign and seek work with other U.S. contractors, as guard force whist! ebl owes 
happening now, will only perpetuate this problem. 

3. State Department representatives either knew or should have known about this 1 oi ty 
and dangerous situation regarding U.S. Embassy Kabul security. The State Department 
repeated warnings to AGNA were of no consequence, and Department officials rasp-1r 
oversight of this contract themselves should be held accountable. 

3°  Sauer v. ArmorGroup North America, Incorporated, COMPLAINT FOR DECLARATORs- 
AND MONETARY RELIEF AND JURY DEMAND, CASE # 1:08-cv-00698-RCL, Compla 
2008, p. 19. 
31  " Briton held in Iraq over shooting," BBC News, August 10, 2009. 
http://nevvs.bbc.co.uk/2/hi/uk_nervs/8192709.dm  (Downloaded August 31, 2009); and Debora-) Hayre,  
Ford, "Briton Facing Iraq Murder Trial on Probation for Gun Offence," August 13, 2009. 
http://wwvv.ti  mssonline.co.uk/tol/neNsiworld/i  raq/artide6794077.ece (Downloaded August 31, 2009) 
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4. Those w hi sti ebi owers who have come forward to disclose the mismanagement 01 
Department contract should be protected from retaliation for doing so. 

5. The State Department should consi der whether the security of an embassy in a conIhr. 
an inherently governmental function, and therefore not subject to contracting out. The;; 
i n the 2009 National Defense A uthori zati on Act could be strengthened to prohibit ti le 
private security contractors for inherently  governmental functi ons, and to include  protec 
the di pl omati c miss on i n a combat zone as being inherently  governmenta . If embassy 
in combat zones is determined not to be an inherently governmental function, the Sae 
Department should consi der requiring military supervision of its pri vale securi ty cot 
guarding U.S. embassies in combat zones. 

6. The State Department should consi der initiating  suspension and debarment 1,  
against the companies ArmorGroup North America, Inc. (AGNA) and Wackenh: 
as wel I as agai nst any i ndivi dual employees of these companies who were re pot 
contract-related i mpropri eti es or abuses, to prevent these entities from entering i nt r_ 

contracts with the federal government. 

Reese contact me at (202) 347-1122 if you have any questions or need furtric:,-  
information  or evidence to ad your efforts. Thank you for your consideration of  
important matter. 

Sincerely, 

Danielle Brian 
Executive Di rector 

Attachments: 5 documents 
12 photographs 

cc: 	Senator Susan Col I i ns 
Senator Cie re M cCaski I I 
State Department Inspector General Harold W Geissl 
Commi ssi on on Wartime Contracting i n I raq and Afghanistan 
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